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1 Before You Start

1.1 Introduction

This document provides Kentucky Health Information Exchange (KHIE) authorized users with an
introduction to KHI E& s c | i the ePartnerMiewer. tTlael ePartnerViewer offers a single
location where patient health information is aggregated from all KHIE Participants and is
presented in a read-only view. Users have the option to customize the display of patient data in a
functional and easy-to-use format that works best for them.

Data available in the ePartnerViewer includes:

RV 81114 Patient at a Glance

Medication & LERIEEIEIE
Allergies Medication & Non-Medication Allergies

Continuity of Care Documents (CCDs)
Clinical Prescription Drug Monitoring Program (PDMP)

Documents Medicaid Claims Data
Other Documents

Laboratory & Laboratory Results
Pathology Pathology Results

Radiology Reports
Other Transcribed Reports

Encounters
Problems & Procedures

Kentucky Immunization Registry

Uncategorized A result report that has not been designated as a particular type of result.
Undesignated laboratory, pathology, and radiology reports may appear
here.

Patient

Demogl’aphics Demographic data based on MRN number, such as next of kin, visit
information, and insurance.

Figure 01 ePartnerViewer Data
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All examples and screenshots used in this guide are simulated with mock data; no Protected
Health Information (PHI) is present.

NOTE: All screenshots shown throughout this document reflect how a user would interact with
the ePartnerViewer using a desktop or tablet device; while core functionality remains the same
across multiple devices, interface components may vary in presentation.

1.1.1 Supported Web Browsers

Users must access the ePartnerViewer with a supported web browser. The ePartnerViewer is
configured to support the following modern browsers on desktop, tablet, and mobile devices:

Desktop Browser Version Mobile Browser Version

Microsoft Internet Explorer
Not supported | Not supported

Microsoft Edge

Version 44+ | Version 40+
Google Chrome

Version 70+ | Version 70+
Mozilla Firefox

Version 48+ | Version 48+
Apple Safari

Version 9+ | i0OS 11+

Figure 02 Support Web Browsers

NOTE: The ePartnerViewer is not able to support Microsoft Internet Explorer. Users must use
a modern browser such as Google Chrome, Microsoft Edge, Apple Safari, or Mozilla Firefox.

1.1.2 Mobile Device Considerations

The ePartnerViewer is based on responsive design. This means it renders in the best format
based on the userés devi cppliessto mabile, talet,sapd desktops e
devices. Tablet devices in landscape display mode are considered desktop.

1.2 Accessing the ePartnerViewer
To access the ePartnerViewer, users must meet the following specifications:

9 Users must be part of an organization with a signed Participation Agreement with KHIE.
1 Users are required to have a Kentucky Online Gateway (KOG) account.
o Details on creating a KOG account <can
page.
1 Users are required to complete Multi-Factor Authentication (MFA).
0 Details on MFA can be found in Multi-Factor Authentication (MEA).
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1.2.1 Kentucky Online Gateway (KOG) Login Instructions
Navigate to https://www.mykentucky.gov. Enter credentials. Click Sign In.

MYKY

MyKentucky.gov Help | @ English

& Citizen (or) Business Partner Sign In WARNING

This website is the property of the Commonwealth of

Kentucky. This is to notify you that you are only authorized to
Sign in with your Kentucky Online Gateway Account. use this site, or any information accessed through this site, for

its intended purpose. Unauthorized access or disclosure of

personal and confidential information may be punishable by
2 Email Address fines under state and federal law. Unauthorized access to this
website or access in excess of your authorization may also be
criminally punishable. The Commonweaith of Kentucky follows
applicable federal and state guidelines to protect the
information from misuse or unauthorized access.

Enter Email Addres

@® Password Forgot/Reset Password?

Don't already have a Kentucky Online Gateway Citizen Account?

Resend Account Verification Email
ate An Account

Click here to select user account type

Click Launch in the KHIE ePartnerViewer tile.

YKY
h I‘\ Welcome 2 ‘ Help ‘ Sign Out G
MyKentucky.gov

Search for Applications Qsearch

KHIE ePartnerViewer

The KHIE ePartnerViewer is where KHIE
Participant’s Authorized Users can access the
patient health information available in the

Kentucky Health Information Exchange.

Launch
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1.2.2 Multi-Factor Authentication (MFA)

MFA adds a layer of security to protect PHI data. There are two options: Phone (Text Message)
Verification or Email Verification. Select the preferred option and choose Send Passcode.

| My Account - SignOut | Help  [RNIING

Kentucky

Online Gateway

Multi-Factor Authentication

(O MFA by Email Verification

@ MFA by Phone Verification ~ Click here to register your Mobile number

Send Passcode

1.2.2.1 MFA by Phone Verification
If the phone verification method is selected, a passcode will be sent in a text message on the
u s e re@istered mobile device. Standard text message and data rates may apply.

Text Message
Today 3:54 PM

Kentucky Online Gateway -
To verify your identity, please
enter the following passcode
within the next 5 minutes:
36270184

Enter the passcode sent via text. The passcode is valid for 5 minutes. If the passcode expires,
the user must generate a new one.

Enter the generated passcode in the Enter Passcode field and select Validate & Verify.
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Multi-Factor Authentication

Verify Your Mobile Number

Enter Mobile Phone ex: Resend passcode

(555) 555-5555

Enter Passcode Validate & Verify

Didn't get your passcode? Sometimes it can take up to 5 minutes. If it's been longer than that, try again.

Disclaimer :
* Standard text messaging and data rates may apply.

¢ The Kentucky Online Gateway will never provide your information to outside entities or sell it to marketing
organizations.

1.2.2.2 MFA by Email Verification

If email verification is selected, a passcode will be sent to the email associated withtheu s er 6 s

KOG account. The passcode is valid for 5 minutes. If the passcode expires, the user must
generate a new one.

Thu 3/7/2019 11:56 PM
KOG

Passcode for MFA

eply <KOG_DoNotReply@ky.gov>

The application you are trying to access requires Multi-Factor Authentication. Please use the following verification code within the next 5 minutes to complete the MFA process:

31762548

Please contact the KOG Help Desk at KOGHelpdesk@ky.gov should you have questions regarding this notification.

Kentucky Online Gateway
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Enter the generated code in the Enter Passcode field and select Authenticate.

Multi-Factor Authentication

E-Mail Address | partnerteseri@mailinatc Resend Passcode?

Enter Passcode

Didn’t get your passcode? Sometimes it can take up to 5 minutes. If it’s been longer than that, press “Resend passcode” button above.

1.3 Accepting the End User Agreement

After completing MFA, the Terms of Use and Facility Selection page displays. Privacy and
security obligations are outlined in the End User Agreement. Users must Acceptt he o0 Ter ms of
U s eedery time before accessing the ePartnerViewer.

I(AHIE | ePartnerViewer

TERMS OF USE AND FACILITY SELECTION

Terms and Conditions
HEALTHCARE PROVIDER USAGE TERMS AND CONDITIONS

I accept the following terms and conditions of the Kentucky Health Information Exchange (KHIE):

= 1 am a healthcare provider currently treating a patient.

« | am currently bound by a Health Information Exchange Participation Agreement with the Division of Health Information
or have a current relationship as an authorized user of a participating provider of the Division of Health Information.

* lunderstand that data available on KHIE is only that information available according to state and federal law.

Access restricted beyond this point. You must accept
The Medicaid claims data will not include records of the following: terms and conditions before proceeding.

* HIV medical procedures and test.

» Diagnosis codes associated with alcohol abuse and drug treatment program records and NDC codes of drugs associated
with the treatment of those patients.

» | understand that all data available on KHIE WILL NOT include HIV medical procedures and tests, regardless of source.

Select 'l accept’ to accept the usage terms and conditions.

| decline
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Select the facility type that best aligns with your organization. Select Proceed to Portal.

I(HJE ePartnerViewer o

TERMS OF USE AND FACILITY SELECTION

Terms and Conditions Which category best
HEALTHCARE PROVIDER USAGE TERMS AND CONDITIONS describes your ro le to access
| accept the following terms and conditions of the Kentucky Health Information Exchange (KHIE): information tod ay?

+ lam a healthcare provider currently treating a patient. I }’,“ ect Q I

+ lam currently bound by a Health Information Exchange Participation Agreement with the Division of Health Information

or have a current relationship as an authorized user of a participating provider of the Division of Health Information.
Proceed to Portal Cancel
+ I understand that data available on KHIE is only that information available according to state and federal law.

The Medicaid claims data will not include records of the following:

* HIV medical procedures and test.

+ Diagnosis codes associated with alcohel abuse and drug treatment program records and NDC codes of drugs associated
with the treatment of those patients.

+ 1 understand that all data available on KHIE WILL NOT include HIV medical procedures and tests, regardless of source.

Select 'l accept’ to accept the usage terms and conditions.

v Accepted

1.4 Auditing of Activities
All user activities are monitored and logged for auditing purposes. Logged activities include, but
are not limited to:

9 Patient search(es)

1 Login/logout details

1 The review of patient record(s)
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2 Functional Overview

2.1 myDashboard

The homepage, also known as myDashboard, automatically displays when a user logs into the
ePartnerViewer. myDashboard allows for easy access to key pieces of patient information and
quick access to particular patients the user has designated as relevant.

a
KHIE ‘ ePartnerViewer O vichel cavao -
~

Patient Search Bookmarked Patients Event Notifications Secure Messaging ' . Support

ﬂ Home

myDASHBOARD

Quick Search Bookmarked Patients o Event Notifications (Past 72 Hours) o

SMITH, GEORGIA
First Name Last Name B There is no data to be displayed

ASHLAND, BILL
Date Of Birth

Search

Q ADVANCED SEARCH > VIEW ALL BOOKMARKED PATIENTS & REFRESH > VIEW ALL NOTIFICATIONS

The following table provides an overview of the myDashboard functions:

myDashboard Functions Description
Enables user to complete a basic or advanced search using the
mandatory search parameters: first name and last name. While
additional fields are optional, excluding additional criteria may produce
multiple patient search results.
Lists the most recent patients for whom users have electedto 6 f a v ¢
or bookmark to enable quick and easy access in the future. A full listing
of Bookmarked Patients can be found by selecting View all
Bookmarked Patients.
Displays the most recent event notifications that have occurred within
the past 72 hours. Examples of Event Notifications include:
1 Hospital Admission
1 Hospital Discharge
Event Notifications f Hospital Re-Admission (other facility) within 30 days
1 Emergency Department Admission
1 Emergency Department Discharge

Refer to Event Notifications for more information.

Patient Search

Bookmarked Patients

Direct Secure Messaging Refer to Direct Secure Messaging for more information.
Resources Includes ePartnerViewer training materials.

Support Lists contact information regarding any questions on the system.
Figure 03 myDashoard Functions
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NOTE: Event Notifications are displayed only to those users who have provided KHIE with a list
of patients for whom the user wishes to monitor. KHIE will work with the participating organization

to establish the patient panel.

2.2 Logging Out
Users must log out to help maintain security and to minimize the risk of a potential HIPAA violation.

To exit the ePartnerViewer, choose Logout.

KH,IE ‘ ePartnerViewer

Preferences

Patient Search Bookmarked Patients Event Notifications Secure Messaging 7'
/ﬁ‘ Home
myDASHBOARD
Quick Search Bookmarked Patients o Event Notifications (Past 72 Hours) o
MITH, Ri
First Name Last Name SMITH SEQROIA There is no data to be displayed
ASHLAND, BILL
Date Of Birth
Q ADVANCED SEARCH > VIEW ALL BOOKMARKED PATIENTS & REFRESH > VIEW ALL NOTIFICATIONS

Users will be automatically logged out after 15 minutes of inactivity. Prior to the session timeout,
a prompt will be displayed to users. This prompt will allow the user to choose whether to continue

with the current session or logout.
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3 Find a Patient

3.1 Quick Search for a Patient

The Quick Search option allows the user to search
following table describes search criteria:

Field Description

Name Enter the pati ent &Ggshirdtand lsast Namesds ard a
required fields.

Date of Bith (DOB) Ent er phkate of8inth 6 s
Figure 04 Quick Search Fields

NOTE: Asearchusi ng only t he pat eeaytrefusht miltiple gatient eesulls.
Entering additional search criteria may narrow the matching patient search result(s).
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